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PRESS RELEASE

November 23, 2010
scams on the rise this holiday season
“You’ve just won the lottery!” These words would appeal to anyone, but unfortunately they are being uttered by criminals trying to scam St. Helens residents out of their hard earned cash.   The St. Helens Police Department has noticed a spike in the number of fraud complaints over the past two weeks.  Whether it is a product of the economy or the holiday season, these complaints are expected to continue. 
The most common complaint involves a telephone call from someone telling you that you have won a large sum of money in a foreign lottery.  But, in order to claim the money, you may have to pay for taxes, insurance, or customs fees.  The very persistent caller will try to convince you to wire these fees immediately so that you can collect your winnings.   In other cases you may be asked to provide your bank account information in order for the money to be deposited into your account.  Just as soon as the scammer has your account number he can begin making unauthorized withdrawals and purchases on your accounts.  In any event, these scams always result in huge losses for the victim.

The Craigslist or on-line auction scams have also been on the rise.   In most cases the scammer poses as a potential buyer for your internet sale item.   The scammer, often times from a foreign country, offers to buy the item using a cashier's check, money order or personal check. You receive a check that looks authentic. The check is made payable for more money than the item was offered for sale. The thief asks you to deposit the entire check and then wire-transfer the over-paid amount back to them, or to another person.  The checks usually look very authentic and can fool even the most experienced bank tellers.   These overpayment scams are always fraudulent and should never be considered.
Thieves are innovative and always looking for new ways to steal your money.  In another recent case, a St. Helens resident received a telephone call from someone pretending to be his grandson.   The called explained that he was in some trouble and needed money right away.  Fortunately there was no money lost in this case, but the scammers know that their persistence may eventually pay off.   They will try again with someone else and use a story about car trouble, needing bail money, or some other financial distress.  

To avoid becoming the victim of a scam, the St. Helens Police Department encourages you to do the following; 

· Be extremely cautious when answering calls or replying to emails from unknown persons.  
· Resist the impulse to respond.  The idea of instant wealth can be extremely tempting. 
· Never give personal or financial information over the telephone.
· Remember that wiring money is like sending cash.  Once it has been sent, you cannot get it back. 
· Never agree to cash a check for someone you don’t know then send money back.

The Federal Trade Commission and the Oregon Department of Justice work for the consumer to prevent fraudulent, deceptive, and unfair business practices and to provide information to help consumers spot, stop, and avoid them.   To file a complaint or to get free information on consumer issues, you can call the Attorney General's Consumer Hotline between the hours of 8:30 a.m. to 4:30 p.m. at 1-877-877-9392.  If you think you may have responded to an online scam, you may file a complaint at www.ftc.gov or call the Federal Trade Commission toll-free at 1-877-FTC-HELP (1-877-382-4357).
For questions regarding this press release contact Lt. Terry Moss at (503)397-3333.







